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VISOKO KRITIENI SEKTORJI

Sektor

Podsektor

Vrsta subjekta

1.

Energija

(a) elektrika

—elekiroenergetska podjetja, kot so opredeljena v ¢lenu 2,
tocka 57, Direktive (EU) 2019/944 Evropskega
parlamenta in Sveta (1), ki opravljajo dejavnosti ,dobave®,
kot je opredeljena v ¢lenu 2, tocka 12, navedene direktive

—operaterji distribucijskega sistema, kot so opredeljeni
v €lenu 2, toka 29, Direktive (EU) 2019/944

—operaterji prenosnega sistema, kot so opredeljeni
v ¢lenu 2, tocka 35, Direktive (EU) 2019/944

—proizvajalci, kot so opredeljeni v ¢lenu 2, tocka 38,
Direktive (EU) 2019/944

—imenovani operaterji trga elekiricne energije, kot so
opredeljeni v élenu 2, tocka 8, Uredbe (EU) 2019/943
Evropskega parlamenta in Sveta (2)

—udeleZenci na trgu, kot so opredeljeni v ¢lenu 2, totka 25,
Uredbe (EU) 2019/943, ki opravljajo storitve agregiranja,
prilagajanja odjema ali shranjevanja energije, kot so
opredeljeni v Clenu 2, toCke 18, 20 in 59,
Direktive (EU) 2019/944

—upravljavci polnilnega mesta, odgovorni za upravljanje in
delovanje polnilnega mesta, ki konénim uporabnikom
zagotavlja storitev polnjenja, tudi vimenu in za raéun

ponudnika maobilnostnih storitev
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Tveganja — kriticna infrastruktura

- Napadi z zlonamerno programsko opremo (fising, ranljivosti,
ransomware, kraja poverilnic, vdori, kraja podatkov)

- 25-odstotni letni porast ranljivosti (Skybox Security, 2023)
- Ransomware prizadel 66 % anketirancev (Sophos, 2023)
- Kiber-kriminal 2022 - 8,4BI0S, 2027 - 23BIOS, [300%] (techtarget.com, 2023)

- Napadi na industrijske nadzorne sisteme OT, SCADA
- V zadnjih treh letih so kibernetski incidenti OT presegli skupno stevilo porocano
od let 1991 do 2000, od tega 39 % sektor energije (helpnetsecurity.com, 2023)

- Napadi onemogocanja storitve (DoS) ali distribuiranega
onemogocanja storitve (DDoS)

- Aktualno, napadi na spletne strani: Urad predsednice RS, RTV, Policija, HSE,
Telekom Slovenije, Delo, Fraport, Krka, gov.si, Banka Slovenije ...
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Varnostno-operativni center - evolucija

Availability Reactive Proactive Proactive Monitoring
Monitoring Monitoring Monitoring With Automation
—_—— )
« Antivirus « Vulnerability || » DLP I+ cass « Big Data
« DS Management * Advanced « Cloud Security (Data Lake)
* Firewall * Dynamic Persistent * UEBA * CWPP/CSPM
Network Packet Filtering||  Threats «TIP * SOAR
Alerts * Antispam * SIEM « Sandboxing * Deception
« |PS » SecOps * CERT * EDR
* BYOD * Cloud-Native
SIEM
Network P o Cyberdefense
Operations Center ] | S Center/CFC/CSOC
Government Military
Military Large Enterprises
Banks
Before 996- 001-
1995 2000 2
NOC Internal SOC SOC SOC/MSS Hybrid SOC NDR
* Network device ® Virus alerts * Compliance * Regulatory * Reverse engineering * Threat hunting
management ® Intrusion detection  © Incident response  compliance ® AL/ML models * Automation
* Malicious code and response * Log monitoring * Threat intelligence * Orchestration
analysis * Malware analysis * Playbooks
* Analytics
* External risk scoring
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Varnostno-operativni center - naloge

- VOC spremlja in varuje sredstva organizacije (intelektualna lastnina,
zaupni podatki, poslovni sistemi in ugled blagovne znamke) pred
kibernetskimi groznjami

- VOC so oCi in usesa organizacije, ki sprozajo alarme ob sumljivih ali
nenormalnih dogodkih v kibernetskem prostoru ter omogocajo hitro
odzivanje za zmanjsanje vpliva na organizacijo
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Varnostno-operativni center - CyOPS
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Varnostno-operativni center — analiza incidentov

St. Dogodkov (letno) St. kibernetski dogodki St. potencialnih incidentov
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factory = kmldom ()
document = factory ()

for couchsurfer in COUCHSURFERS

EJUL'3E£cmq . _ . social_capital_normalized = couchsurfer ()/normalization_val
aded by Search for Password Files using Select-String placemark = factory 0
placemark (couchsurfer. id)
1 . coordinates = factory ()
-| Payload Information coordinates {couchsurfer.lat, couchsurfer.lng, 0)
coordinates. {(couchsurfer. lat, couchsurfer.lng,
A social_capital_normalized)
utf hex basesd linestring = factory )
1 :ihTapTExT linestring (1) # Above sea level (absolute)
l;nestr;ng te{True)
<l3=hug 26 17:54:02 MyComputer AgentDevice=WindowsLog  AgentLogFile=Microsoft-Windows-Sysmon/Ope linestrlgg 3 (c:ordlnates)
FluginVersion=WC.MSEVENG6.10.0.0.121 Source=Microsoft-wWindows-5ysmon Computers= ?Iagggigl capital_ norméligzg zlngz‘
OriginatingComputer=172.16. User=5¥STEM Domain=NT AUTHORITY EventID=11 EventIDCo placemark. ( $ = )
EventType=4 EventCategory=11 Recordiumber=144646 TimeGenerated=1598464404 elif social_capital_] normallzed < .666
TimeWritten=1598464404 Level=Informational Keywords=0 Task=5ysmonTask-5YSMON_| EILE _CREAT placemark ('#5tyle2’)
oOpcede=Info Message=File created: Rulelame: Downloads UteTime: 2020-08-26 17:53:22 & * else

n

n

{73bf0000-0000-0000-0000-000000000000} Processld:
C:\Users\Administrator\Downloads\sss.exe CreationUtcTime:

7004 Image:
2020=-08=-26 17:53:24.560

v Request Headers

view source

Accept: application/json

Accept-Encoding: gzip,deflate, sdch

Accept-Language: en-US,en;q=0.8

Authorization: Bearer 3836e088e56304d6898aa1f48d86144213cdac94f

Connection: keep-alive

Cookie: idpSAMLSessionID=4fdel2f572cf4all56ac34f6e61ac509; idpSAMLAuthToken=
_cfb505b8cbT4dba®21155808ae21a%a23119¢cad968; PHPSESSID=31ba4ffff55¢c17211666
ffa5197f42b6; web_token=abblf5e@e%9a2336cd3ec6d4662ae581f6db73b6fbel36T003d7
75ef01B8ca5129b596@70a348aebd95e12d7c50fdaa24c2e316b%a3dcf@clc405a7¢c20abe379
5b; spSAMLAuthToken=_e650786daed40cab9608df94e@dabf17f9034d35eebl; laravel_se
ssion=eylpdiI6I1p3bGRIN2J4QINSU2ZWNUVEOXVGOUIBEXCO9IQ2pwWVFnais3dXhIN@FcL3R1S
TOiLCI2YWx1ZSI6IN11S1hjbHBhRFA6TTZBWGRi1IR2FSSWMXS2thMDNsULVKTDAKMEIQQIwvMIp
SFd5alhpZBWSWZSbkhyZnZNT2FPR3FKc@50TXpkb2RQMmtaRmFSVVIHZz09I iwibWFjIjoi0DY
2NWIKkMzU1ZGI30GIXMGNiOTA2Y2ZKkNWQ2NzgxY jdmNmI 10WESNWYWNDFiMzIhMWVmMNjBjYzIyY2
ZhZWEBNSJ9

Host: sample.host.pa.dev

Referer: https://sample.host.pa.dev/rest/index.html

User-Agent: Mozilla/5.@8 (Macintosh; Intel Mac 0S X 10_9_4) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/38.0.2125.111 Safari/537.36

C:\Windows\Explorer.E

placemark. (' #5tyle3’)
docunent. {(placemark)
his 1s som{eVEEEEPTST oy ()
his is als'kml (document)

print kmldomn. (knl)

tail /var/log/messages

ov 5 19:47:40 susel dhcpcd[3022]: eth0: leased 192.168.198.128 for 1800 second

ethO:
etho:

ov 5 19:
ov S5 19:
metric O
ov S 19:47:

a7
a47:

40 susel dhcped[3022]:
40 susel dhcped[3022]:

adding IP address 192.168.198.128/24
adding default route via 192.168.198.2
40 susel 1fup: etho device: Intel Corporation 82545EM Giga
b1t Ethernet Controller (Copper) (rev 01)

5 19:47:40 susel SuSEfirewall2: SuSEfirewall2 not active

5 19:55:28 susel root: This 1s a log message
ov 5 19:57:45 susel root[22392]: This 1s another log message.
ov 5 19:58:12 susel syslog-ng[1320]: Log statistics; dropped='pipe(/dev/xconso
e)=0', dropped='pipe(/dev/ttyl0)=0', processed='center(queued)=991', processed=
'center(received)=536', processed='destination(messages)=506', processed='destin
tion(mailinfo)=2', processed='destination(mailwarn)=0', processed='destination(
ocalmessages)=117', processed='destination(newserr)=0', processed='destination|
ailerr)=0', processed='destination(netmgm)=0', processed='destination(warn)=170
', processed='destination(console)=83', processed='destination(null)=10', proces
sed='destination(mail)=2', processed='destination(xconsole)=83', processed='dest
ination(firewall)=0', processed='destination(acpid)=18', processed='destination(
newscrit)=0', processed='destination(newsnotice)=0', processed='source(src)=536'
ov 5 20:01:53 susel logger: This 1s some text.
ov 5 20:01:53 susel logger: This 1s also some text.



VOC Informatika — QUO VADIS?

- Razvoj VOC

- lzgradnja CSIRT in VOC elektro-energetike

Zakonodaja, standardi dobre prakse (ZInfV, NOKI, NCCS, ISO, NIST ...)
Napredne, proaktivne zmogljivosti, orodja in metode (Al, ML, Tl, TH, CTI, SOAR, UBA ...)
Projekti (nacionalni, Horizon, Digital Europe) r

Konsolidacija virov in obstojecih zmogljivosti
Specifika energetike ~
HitrejSe zgodnje opozarjanje, opozorila, obvestila in deljenje informacij

Neposredna koordinacija in centralizirano obvladovanje tveganj
in kolaboracija deleznikov energetike

Enotna vstopna tocka, enoten protokol obvescanja, porocanja, enotna evidence

Skladnost z zakonodajo
\ ~
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